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ABSTRACT
This paper introdu es a lassi ation algorithm alled HyperCuts. Like the previously best known algorithm, HiCuts,
HyperCuts is based on a de ision tree stru ture. Unlike
HiCuts, however, in whi h ea h node in the de ision tree
represents a hyperplane, ea h node in the HyperCuts de ision tree represents a k dimensional hyper ube. Using this
extra degree of freedom and a new set of heuristi s to nd
optimal hyper ubes for a given amount of storage, HyperCuts an provide an order of magnitude improvement over
existing lassi ation algorithms. HyperCuts uses 2 to 10
times less memory than HiCuts optimized for memory, while
the worst ase sear h time of HyperCuts is 50 500% better
than that of HiCuts optimized for speed. Compared with
another re ent s heme, EGT-PC, HyperCuts uses 1:8 7
times less memory spa e while the worst ase sear h time is
up to 5 times smaller. More importantly, unlike EGT-PC,
HyperCuts an be fully pipelined to provide one lassi ation result every pa ket arrival time, and also allows fast
updates.

Categories and Subject Descriptors
C.2.6 [Internetworking℄: Routers|Pa ket Classi ation
General Terms
Algorithms

Keywords
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1.

INTRODUCTION

In the last ve years, a large number of papers on pa ket
lassi ation([1, 2, 3, 4, 5, 6, 7, 8℄) have been published.
Given that the ourse of pa ket lassi ation is now onsiderably downstream from the fresh springs in whi h it had
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its sour e, any new paper must answer the question: why is
there yet another paper on pa ket lassi ation?.
We answer this hallenge immediately with three propositions.
1, Importan e: Pa ket lassi ation ontinues to grow
in importan e, both at the edge and the ore.
2, Performan e of existing s hemes: Existing algorithms still have poor performan e, and ternary CAMs still
have issues in terms of power onsumption and hip density.
3, New ideas are possible: Despite the large number
of ideas explored, there are still new ideas in pa ket lassi ation that an provide major bene ts.
Next, we amplify these three propositions to provide more
detail.
1, Importan e of Pa ket Classi ation: Both the
ore and the edge of the Internet are growing in speed.
Dataquest laims that in 2004, 14% of the links between
ore routers will be OC-768 (40 Gbps), and 21% of edge
links will be OC-192 (10 Gbps). Con urrently, demand for
pa ket lassi ation is in reasing in order to provide QoS
and se urity. These two trends (in reased speed, in reased
use) ombine to put pressure on router vendors, to the point
that IP lookup, traditionally onsidered hard, is now onsidered a solved problem ompared to lassi ation.
What do ustomers use pa ket lassi ation for? In pa ket
lassi ation, the handling of a pa ket an depend on additional header elds besides the destination IP address. Thus
at the edge, pa ket lassi ation an be used to mark IP
headers (e.g., TOS, DSCP) with the appropriate QoS levels
based on port elds that indi ate the appli ation. At both
the edge and the ore, pa ket lassi ation an be used to
dis ard or rate ontrol ertain o ending appli ation pa kets
for the purposes of se urity.
The in reased virtualization of the Internet via Virtual
LANs and Virtual Private networks (VPNs) ontributes to
the growth of lassi ers. VPNs are growing in importan e,
and a single ISP router must support multiple ustomer
VPNs, ea h of whi h an ontribute a lassi er. Thus many
lassi ation hips for edge routers routinely support 32K
rules.1 Perhaps surprisingly, some ISPs require that even
ore routers [5℄ support up to 2800 rule lassi ers.
2, Performan e of Existing S hemes: Pa ket lassi ation algorithms use two dominant resour es, memory and

1 It is also worth noting the in reased trend towards \deep"
pa ket lassi ation based on appli ation headers and even
on pa ket ontents. While our algorithms an help with deep
pa ket lassi ation, this paper and the evaluation fo uses
on traditional rule databases based on IP 5-tuples.

time. The need for large memory an be nessed using heap
DRAM; however, speed requirements often di tate the use
of expensive SRAM, making memory usage important. The
need for speed an sometimes be nessed by pipelining but
in reased pipeline depths add expense, and pipelines larger
than 32 stages are rare. Thus redu ing worst- ase sear h
time in memory referen es is equally important.
All existing pa ket lassi ation algorithms trade memory
for time, ranging from s hemes like RFC [2℄ (that is fast but
takes ex essive storage) to linear sear h (that is slow but
takes minimal storage). The urrent algorithms with the
best time-spa e tradeo s appear to be EGT-PC [5℄ and HiCuts [1℄. Unfortunately, while the tradeo s have been onstantly improving, the time taken for a reasonable amount
of memory is still too poor for pra ti al deployment.
Be ause of problems with existing algorithmi s hemes,
most vendors use Ternary CAMs, whi h use brute-for e parallel hardware to simultaneously he k for all rules. The
main advantages of TCAMs over algorithmi solutions are
speed and determinism (TCAMs work for all databases not
just \typi al databases").
Newer TCAM designs use aggressive banking te hniques
to redu e power, and better pro esses to in rease density.
However, CAMs fundamentally have to ontend with redu ed density (uses ompare logi per bit) and in reased
power (uses parallel omparison). Two less fundamental
problems are the need for rules with range spe i ations
to be translated into several CAM entries, and the need
for glue logi . It would be foolhardy for us to say that
CAMs are not strong ontenders. However, problems with
CAMs have made vendors onsider algorithmi alternatives.
These in lude Cypress, Fast-Chip, EZ hip, and Integrated
Sili on [9℄.
Thus two reasons to ontinue to investigate new lassiation s hemes are: 1, Need: Given a need for CAM alternatives, any new algorithmi s heme that an improve
the spa e-time tradeo of existing s hemes by an order of
magnitude an be useful in pra ti e. 2, S ienti Interest:
De oupling from the exigen ies of the market, new ideas for
a fundamental geometri problem should be of interest to
a ademi resear hers.
3, New ideas: Besides improving performan e on a wide
range of lassi ers ( rewall and ore router lassi ers) by an
order of magnitude, we introdu e two intuitive new ideas.
1, Multidimensional Cutting: The lassi ation problem
an be onsidered geometri ally as follows: given a set of
boxes in N -spa e and a point, nd the set of boxes that
ontain the point. While this problem is provably hard in
the worst ase, one of the best existing heuristi algorithms,
HiCuts [1℄ solves this problem re ursively by utting the
spa e of boxes at ea h step using a hyperplane. We explore
the natural degree of freedom, whi h is to use a hyper ube
instead of a hyperplane. This allows our algorithm to simulate several uts of HiCuts in one ut.
2, Pulling Rules up the De ision Tree: Re ursive utting
an be embodied using a de ision tree in whi h ea h node
represents a ut and leaves represent rules. In general, some
linear sear hing at the leaves is useful to redu e storage. Our
observation is that a heavily wild arded rule often ends up
in many leaves, in reasing storage unne essarily. Instead,
we simply move all ommon rules in a subtree to a linear
list at the root of the subtree.
Thus pa ket lassi ation is an important problem and

there is a need for new algorithms. Finally, this paper introdu es a new algorithm that uses two new ideas to (often) produ e an order of magnitude improvement in performan e. The rest of the paper is organized as follows.
Se tion 2 formally des ribes the problem, Se tion 3 motivates our solution, Se tion 4 des ribes related work, Se tion 5 des ribes our new algorithm, Se tion 6 summarizes
performan e results, and Se tion 7 states our on lusions.

2. PACKET CLASSIFICATION PROBLEM
Individual entries for lassifying a pa ket are alled rules/
The pa ket lassi ation problem is to determine the rst
mat hing rule for ea h in oming message at a router.
The lassi er or rule database in a router onsists of a
nite set of rules, R1 ; R2 : : : RN . Ea h rule is a ombination
of K values, one for ea h header eld in the pa ket. Ea h
eld in a rule is allowed three kinds of mat hes: exa t mat h,
pre x mat h, or range mat h. In an exa t mat h, the header
eld of the pa ket should exa tly mat h the rule eld|for
instan e, this is useful for proto ol and ag elds. In a
pre x mat h, the rule eld should be a pre x of the header
eld|this ould be useful for blo king a ess from a ertain
subnetwork. In a range mat h, the header values should lie
in the range spe i ed by the rule|this an be useful for
spe ifying port number ranges.
A pa ket P mat hes rule Ri if all the header elds F ieldj ,
j = 1 : : : k of the pa ket mat h the
orresponding elds in
Ri . If a pa ket mat hes multiple rules, the mat hing rule
with the smallest index is returned.

3. WHY HYPERCUTS?
In this se tion, we motivate the use of hyper ubes with a
simple geometri example. The geometri view of lassi ation is due to Lakshman and Stiliadis [3℄.
For example, a 32-bit pre x like 00 an be viewed as a
range of addresses from 000 : : : 00 to 001 : : : 11 on the number line from 0 to 232 . If pre xes orrespond to line segments
geometri ally, what do rules orrespond to? It is not hard
to see that two dimensional rules orrespond to re tangles,
three dimensional rules orrespond to ubes, and so on. A
given address be omes a point. Thus from a geometri point
of view the problem of pa ket lassi ation redu es to nding the lowest ost box that ontains the given point.
Figure 1 displays a toy example of a two dimensional lassi er with 4 rules: R1 : : : R4 . Ea h rule is represented by a
re tangle in two dimensional spa e. The left gure shows
the a tion of HiCuts [1℄. HiCuts builds a de ision tree using
lo al optimization de isions at ea h node to hoose the next
dimension to test, and how many uts to make in the hosen
dimension. The leaves of the HiCuts tree store a list of rules
that may mat h the sear h path to the leaf.
The left part of Figure 1 shows how the HiCuts algorithm
works on the example rule set. Assuming the maximum
number of rules held in a leaf is 1, no matter how many uts
are going to be exe uted at a time, the HiCuts algorithm
requires at least two levels in the de ision tree.
The HyperCuts algorithm introdu ed in this paper eliminates this limitation in HiCuts by introdu ing one more
degree of freedom. Ea h node in the de ision tree represents
a de ision taken on the most representative dimensions, as
opposed to using only a single dimension. For ea h of the
hosen dimensions, the number of uts is omputed based on
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Figure 1: HiCuts vs. HyperCuts. A Geometri representation of a 4-rule lassi er. HiCuts(on left) is applied to the 4-rule

lassi er. If the leaf node an only a ommodate one rule than the de ision tree in HiCuts has height at least 2. By ontrast,
HyperCuts (on right) an break the spa e into four smaller squares in one ut, resulting in a de ision tree of height 1.

a metri dependent on the amount of spa e that is available
for the sear h stru ture. In the example in Figure 1 HyperCuts(on the right) uts the plane into four squares with one
dire t ut, redu ing the height of the de ision tree to 1.
This is extremely reminis ent of how a B-tree an redu e
the height of a binary tree by using a higher radix, say d.
In the ase of the B-tree, this does nothing to redu e the
fundamental log2 N bound on sear hing for one item among
N items. This is be ause
nding whi h of the d-pointers to
follow at ea h node requires log2 d time. Thus the reader
may feel we are heating: the use of higher dimensional uts
may slow down sear h times at ea h node, whi h an in turn
o set any de rease in tree height.
However, this is not the ase. We de ide whi h pointer to
follow at ea h node using essentially array indexing whi h
osts one memory a ess regardless of the number of hildren
at a node. It is easiest to see how array indexing works in one
dimension. Imagine a 6-bit address spa e is partitioned into
four equally spa ed ranges (i.e., uts) [0 15℄; [16 31℄; [32
47℄ and [48 63℄. Ea h range has an asso iated pointer, and
the pointers are stored as four onse utive elements in an
array.
To ompute whi h pointer orresponds to a point, say 33,
we nd the quotient2 when 33 is divided by the range width
16. Sin e the quotient is 2, we index into the third element
of the array, assuming array indi es start at 0. This simple
indexing s heme an be generalized to multiple dimensions
as long as the ut widths are xed in ea h dimension. The
bottom line is that sear h time at a node takes 1 memory
a ess regardless of the number of uts. Note that HiCuts
also allows multiple uts per node; it just restri ts these
uts to be along one dimension. HyperCuts uses the extra
degree of freedom to redu e tree height without sa ri ing
node sear h times.
The use of arrays an, however, in rease storage be ause
of empty and redundant pointers. We all su h useless array lo ations \dead spa e". Fortunately, we an eliminate
mu h of the \dead spa e" (as in HiCuts) by eliminating redundant subtrees. Whenever, two pointers point to identi al
subtrees, we eliminate one of the subtrees and make the or-

2 This is easily omputed in hardware using shifts.

responding pointer point to the other subtree. This onverts
the De ision tree into a Dire ted A y li Graph. Finally, we
apply the heuristi of moving up ommon rules to redu e
storage even further. We note that one ould also eliminate
empty array pointers using simple bitmap ompression as in
the Lulea [10℄ IP lookup algorithm.
Noti e also that ombining uts in several dimensions as
in HyperCuts an in rease storage. For example, onsider a
HiCuts tree in whi h the root uses 2 uts on F ield1 , whi h
then leads to two hildren A and B . Suppose A uses 8 uts
on F ield2 , and B uses 2 uts on F ield3 . Then the HiCuts
tree will only have 2 + 8 + 2 = 12 pointers. However, if HyperCuts were to ombine all the three elds in a single node,
it would require 2  8  2 = 32 pointers. But HyperCuts an
always simulate HiCuts and not ombine elds if the storage in rease (relative to the gain in time) is large. We have
found in our experiments that this extra degree of freedom
in HyperCuts is extremely useful for ore router databases,
but less so for edge router databases.

4. RELATED WORK
The simplest lassi ation algorithm is a linear sear h
through the rules of the lassi er. For a large number of rules
this approa h implies a large sear h time. However it is very
eÆ ient in terms of memory. Several algorithms have been
developed for the ase of rules on two elds [3, 8, 11, 6℄ but
these do not solve the general problem of K dimensional
pa ket lassi ation.
Srinivasan et al. [12℄ build a table of all possible eld value
ombinations ( ross-produ ts) and pre ompute the earliest
rule mat hing ea h ross-produ t. Sear h an be done qui kly
by doing separate lookups on ea h eld, pasting the results together into a rossprodu t, and indexing into the
rossprodu t table. Unfortunately, the size of this table
grows astronomi ally with the number of rules.
In the bit ve tor linear sear h algorithm [3℄, sear h is rst
done in ea h dimension separately to yield the set of rules
that mat h the pa ket in that parti ular dimension. These
sets are then interse ted eÆ iently using bitmaps to yield
the set of rules that mat h in all dimensions. With hardware assistan e, this algorithm works well for moderately
size lassi ers.

Gupta and M Keown [1, 2℄ introdu ed two new algorithms, RFC (whi h is very fast but whose memory needs
are large) and HiCuts (whi h we des ribe later). They also
made the seminal observation that a given pa ket mat hes
only a few rules even in large lassi ers.
Baboes u and Varghese [4℄ exploit the sparse mat hing
observation to redu e the sear h times for the algorithm
des ribed in [3℄. Qiu et al [13℄ exploit the observation that
any pa ket mat hes at most a few distin t values in ea h
eld to suggest ba ktra king trie sear h as a viable (though
fairly slow) alternative.
The algorithms in the previous work with the best performan e are HiCuts [1℄ RFC [2℄, and EGT-PC [5℄. We evaluate
HyperCuts against all these three algorithms in Se tion 6.
We now des ribe de ision tree based lassi ation algorithms
whi h are the starting point in the development of HyperCuts. To provide a running example, we onsider the small
rewall database in Figure 2. The example ontains twelve
rules on ve elds.

4.1 Decision Tree Algorithms

Work on de ision-tree based lassi ation algorithms based
on geometri utting was pioneered in on urrent papers by
Gupta and M Keown [1℄ and Woo[7℄. Both s hemes build a
de ision tree using lo al optimization de isions at ea h node
to hoose the next bit (or next eld in the ase of HiCuts [1℄)
to test. A simple riterion used in [1℄ is to balan e storage
and time.
The paper by Woo [7℄ also introdu ed a se ond important
degree of freedom by onsidering multiple de ision trees. For
example, it may help to pla e all the rules with wild ards
in both the sour e IP eld and destination IP eld in one
tree, and the remainder in a se ond tree. While this an
in rease sear h time, it an greatly redu e storage. This is
be ause rules with a large number of wild ards often end
up repli ated in most of the leaf nodes when using a single
de ision tree.
Both papers [7℄ and [1℄ use a small amount of linear sear hing after traversing the de ision tree. Ea h leaf in the de ision tree holds a small list of possible mat hing rules. During lassi ation, the tree is traversed based on the pa ket
header, and a leaf node is identi ed. The list of rules asso iated with the leaf node is then traversed to identify the
highest priority mat hing rule. Consider a de ision tree with
10,000 leaves; assume that ea h leaf is asso iated with up to
4 rules. While it may be possible to distinguish these 4 rules
by lengthening the de ision tree in height, this lengthened
de ision tree ould add 40,000 extra nodes of storage.
Thus, in balan ing storage with time, it may be better to
settle for a small amount of linear sear hing (e.g., among
one of 4 possible rules) at the end of tree sear h. Intuitively,
this an help be ause the storage of a tree an in rease exponentially with its height.
The Hierar hi al Cuttings (HiCuts) s heme des ribed in
[1℄ is similar in spirit to [7℄ but uses range he ks instead of
bit tests at ea h node of the de ision tree. Range he ks are
slightly more general than bit tests be ause a range he k
su h as 10 < D < 35 for a destination address D annot
be emulated by a bit test. A range test ( ut) an be viewed
geometri ally in two dimensions as a line in either dimension
that splits the spa e into half; in general, ea h range ut is
a hyperplane.
We now des ribe HiCuts in more detail be ause we use it

as point of departure. In HiCuts, ea h node an be regarded
as a k dimensional box ut up into a set of n smaller boxes.
The utting is done using heuristi s whi h take into a ount
the stru ture of the lassi ers. The size of a box depends on
the range overed by the box in ea h dimension. For example, the root node for a 5 tuple (IP Sour e and Destination,
Port Sour e and Destination, Proto ol) an be viewed as the
box [0; 232 1℄X [0; 232 1℄X [0; 216 1℄X [0; 216 1℄X [0; 28 1℄.
Asso iated with ea h box is the set of rules whi h interse t
the box.
Choosing the number of boxes a node is split into (n ),
requires several heuristi s whi h tradeo the depth of the
de ision tree versus the tree memory spa e. The dimension
on whi h a ut may be exe uted is hosen, roughly speaking,
to minimize the maximum number of rules in any partition.
Pi king the number of partitions (n ) also learly a e ts
the overall memory spa e. The algorithm tunes n as a
fun tion of a spa e measure. In order to do this it uses two
parameters: (1) binth (whi h limits the amount of linear
sear hing at leaves) and (2) spfa (a multiplier whi h limits
the amount of storage in rease aused by exe uting uts at
a node).
Figure 3 shows a de ision tree for the Example in Figure 2.
A range representation for the set of rules in Figure 2 is
shown in Figure 4. Assume that a pa ket with the header
(0010; 1101; 00; 01; T C P ) needs to be lassi ed. The path
followed by this pa ket is shown in Figure 3. At the root
node, marked A, based on the value in its se ond eld the
pa ket is dire ted to the node marked B . At Node B , sear h
uses information in the third eld to dire t sear h to a leaf
node ontaining a small list of two possible mat hes. In this
ase, R7 is the lowest ost rule mat hing the pa ket.
For this example, observe that even if we were able to reate a number of partitions( uts) based on ea h of the distin t
values that o ur in the hosen dimension, we annot get a
height of 1 for this tree, assuming that the maximum length
of the list of rules at a leaf is less than 4. Figure 5 shows
that even if we make 16 partitions on the se ond eld (whi h
is the eld with the largest number of unique elements) the
partition asso iated with a F ield2 = 10 ontains 6 rules,
whi h in turn requires one more node for segregating the
rules into groups of at most 4. By ontrast, the HyperCuts
tree will be able to obtain a height of 1.
Se ondly, observe also that all the hildren of the node
on F ield4 share the set of rules fR7 ; R10 ; R11 g. This dupli ation ontributes to an in rease in the memory used by
HiCuts whi h we an eliminate to some extent in HyperCuts
by pulling up ommon rules to the appropriate an estor.

5. HYPERCUTS DESCRIPTION
HyperCuts is a de ision tree based algorithm. At ea h
node in the de ision tree, the set of urrent rules is split
based on information from one or more elds in the rule.
Ea h time a pa ket arrives, the de ision tree is traversed
based on information in the pa ket header to nd a leaf
node. A small number of mat hing rules that are stored
in the leaf node are linearly traversed to nd the highest
priority rule that mat hes the pa ket. This basi stru ture
is similar to the work in [7, 1℄ ex ept for the possible use of
two or more elds at ea h node. Ea h node in the de ision
tree has asso iated with it:

 i:

A region

( ) that is overed. In the ase of a

R v

Rule

0
R1
R2
R3
R4
R5
R6
R7
R8
R9
R10
R11
R

1

F ield

000
000
000
000
000
0
0
0

2

F ield

111
111
10
10
10
111
111
1
01
0






3

F ield

10
01
10
10
10







5

F ield

AC T I ON

U DP

a t

U DP

a t

T CP

a

T CP

a

T CP

a

U DP

a




U DP

a

T CP

a

T CP

a




U DP

a

U DP

a

T CP

a



10
10
01
11
01
10







4

F ield

01

0
0
t1
t2
t1
t0
t0
t2
t2
t0
t3
t4

Figure 2: A simple example with 12 rules on ve elds.
Rule

0
R1
R2
R3
R4
R5
R6
R7
R8
R9
R10
R11
R

1

F ield

0
0
0
0
0
0
0
0
0
0
0
0

F ield

1
1
1
1
1
7
7
7
15
15
15
15

14
14
8
8
8
14
14
8
4
0
0
0

2

15
15
11
11
11
15
15
15
7
7
15
15

3

F ield

2
1
0
0
2
2
2
0
0
0
0
0

3
3

3
3
3
3
3

4

F ield

0
2
2
1
3
1
2
0
0
1
0
0

3

3
3
3
3

5

F ield

0
0
1
1
1
0
0
1
1
0
0
1

AC T I ON

0
0
t1
t2
t1
t0
t0
t2
t2
t0
t3
t4

a t
a t
a
a
a
a
a
a
a
a
a
a

Figure 4: A range based representation of the example with 12 rules on ve elds shown in Figure 2.

A

Field (4 cuts)
2

R8
R9
R10

R9
R10
R11

R11

Field

R7
R10
R11

R3
R7
R10
R11

(0010, 1101, 00, 01, TCP)
(sample packet header)
path on sample header

Field

4

R2
R7
R10
R11

R4
R7
R10
R11

R7
R10
R11

R1
R7
R10
R11

3

B

R7
R10
R11

Field 5

R7
R11

R0
R5
R6
R10

Figure 3: A HiCuts de ision tree built for the database of
Figure 2. F ield2 is hosen for the root node be ause it has the

largest number of unique values. A sample pa ket header and
a sample sear h path are also shown.

5 eld lassi er, this an be represented as a 5 tuple: [IPSmin-IPSmax, IPDmin-IPDestmax, PSminPSmax, PDmin-PDmax, ProtMin-ProtMax℄ ;
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 iii:

pointers;

uts (N C ) and a orresponding array

A list of rules that may mat h. The maximum
number of rules stored in a node is predetermined.
Figure 6 shows HyperCuts in a tion. The de ision tree is
built for the same database as in Figure 4. The tree onsists

of a single root node whi h overs the region [0 15; 0
15; 0 3; 0 3; 0 1℄ that is split into sub-regions with 16
uts. There are 4 uts based on eld F ield2 , 2 uts based
on F ield4 , and 2 uts based on the F ield5 . Be ause of the
diÆ ulty of drawing a 3-dimensional array on three elds,
Figure 6 shows the root node in terms of its proje tions
on F ield2 . This results in four 2-dimensional subarrays for
ea h of the four possible ranges of F ield2 . Ea h 2D subarray is built on F ield4 (shown verti ally) and F ield5 (shown
horizontally). Note that sin e there are 4 uts in F ield2 ,
the assumed 4-bit eld splits into four ranges of equal size
0 3; 4 7; 8 11 and 12 15.
As an example, onsider the fourth and rightmost subarray, and the rightmost element in the se ond row of this
subarray. This orresponds to a F ield4 range of 0 1, and
a F ield5 value of 1, and hen e represents the leaf node asso iated with the region [0 15; 12 15; 0 3; 0 1; 1℄. This
subarray element has two asso iated rules: R7 and R11 . It
is easy to verify from the rule set of Figure 4 that these are
the two only rules that mat h this region.
Note that the HyperCuts algorithm for this database rea hes
any of the leaf nodes in at most one step. By omparison,
the HiCuts algorithm (as shown in Figure 5) annot rea h
the leaf nodes in less than two steps (for an equivalent bu ket
size).
To des ribe HyperCuts, we need to des ribe two di erent algorithms. The rst is the Prepro essing Algorithm in
whi h the de ision tree is built based on the rules in the

2

3

R7
R10
R11

R3
R7
R10
R11

R2
R7
R10
R11

R4
R7
R10
R11

Figure 5: This pi ture helps explain why no HiCuts tree for

the database of Figure 2 an have height equal to 1. Compared
to Figure 3, even if we in rease the number of uts in F ield2 to
the maximum number that it an possibly use (16), the region
asso iated with F ield2 = 10 still has 6 rules. This in turn
requires another sear h node be ause linear sear hing at a leaf
is limited to 4 rules.

lassi er. The se ond algorithm is the sear h algorithm, in
whi h for any pa ket the tree is traversed to identify the
mat hing rule. A fast update algorithm an also be implemented; however we do not go into the details of in remental
update in this paper.
Before des ribing our algorithm, we make some observations:

 i.

The de ision tree should try at ea h step(node)
to eliminate as many rules as possible from further
onsideration.

 ii. The maximum number of steps to be taken during
a sear h should be minimized.

 iii.

Certain rules may not be able to be segregated
without a further in rease in the overall omplexity
of the algorithm (both spa e and time). Therefore a
separate approa h should be taken to deal with them.
Rules in this ategory are rules with wild ards (any)
in both IP sour e and IP destination elds.3

 iv.

As in any pa ket lassi ation s heme there is
always a tradeo between the sear h time and the
memory spa e o upied by the sear h stru tures. As
with [7, 1℄, when the number of rules is small, linear
sear h may be a tradeo . That is why, in order to redu e the overall memory spa e and to keep the depth
of the de ision tree at a minimum, a node is not subdivided if the number of rules asso iated with the node
is smaller than a prede ned threshold.

Our approa h takes the four observations into onsideration to build a tree as follows. At ea h node (1) it identi es
the dimensions ( elds) with the highest number of distin t

3 A separate de ision tree ould be built for the subset of
rules that ontain wild ards in both IP sour e and destination elds. Both the original de ision tree as well as the additional one are traversed during the sear h. For any pa ket
the mat hing rule is the highest priority rule from the union
of the result sets.

2D subarray
for Field = 0-3
2

2D subarray
for Field = 4-7
2

2D subarray
for Field = 8-11
2

R10 R11

R10 R8
R11

R10 R2
R4
R7
R11

R9 R11
R10

0
1
Field --->
5

R9 R8
R10 R11

R10 R3
R7
R11

2D subarray
for Field2 = 12-15
Field --->
4 2-3

1

0-1

0

Field --->
4 2-3

Field4, 4 cuts

0-1

15

Field --->
4 2-3

10

0-1

1

Field --->
4 2-3

0

elements (2) for ea h of the identi ed dimensions it determines the number of uts to be done based on a tradeo
between the depth of the tree to be obtained and the memory size that is available, (3) it exe utes the uts on the
hosen dimension reating a number N C of hildren to the
number of uts that are exe uted. No further uts are exe uted if the number of rules asso iated with a node are
smaller than a predetermined value that we all bu ketSize.

0-1

Field 2, 16 cuts
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R1 R11
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R10

0
1
0
1
0
1
Field --->
Field --->
Field --->
5
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Hypercuts tree consisting of a single 3D
root node array. The 3D array is shown as four
2D subarrays for 4 possible ranges of Field 2 .

Figure 6: The HyperCuts de ision tree for the database of

Figure 4 onsists of a single 3-dimensional root array built using
4 uts on eld F ield2 , and 2 uts ea h on F ield4 and F ield5 .
The 3D root array is shown as four 2D subarrays for the four
possible ranges of F ield2 . Contrast this single node tree with
Figure 5 whi h shows that any HiCuts tree must have height
at least two.

5.1 Building the HyperCuts Tree from Scratch
The algorithm starts with a set of N rules, ea h of the
rules ontaining K dimensions. A subset of all the rules
ontaining wild ards in both IP sour e and IP destination
elds is reated. We all this W-Set. We all R-Set the
subset of remaining rules after extra ting W-Set. A de ision
tree is built for both R-Set and W-Set.
Ea h node identi es a region and has asso iated with it
a set of rules S that mat h the region. If the size of the
set of rules at the urrent node is larger than the a eptable
bu ket size, the node is split in a number (N C ) of hild
nodes, where ea h hild node identi es a sub-region of the
region asso iated with the urrent node. Identifying the
number of hild nodes as well as the sub-region asso iated
with ea h of the hild nodes is a two step pro ess, whi h tries
to lo ally optimize the split(s) su h that the distribution of
the rules among the hild nodes is optimal. This pro ess
in ludes (1) identifying the most suitable set of dimensions
to split and (2) determining the number of splits to be done
in ea h of the hosen dimensions.

5.1.1 Choosing the dimensions
The hallenge is to pi k the dimensions whi h will lead to
the most uniform distribution of the rules when the node is
split into sub-nodes. To the best of our knowledge there is
no onsummate method of pi king this set of dimension(s).
Therefore, we propose a set of heuristi s to help make an
e e tive de ision.
A rst solution is to onsider the set of dimensions with
the largest number of unique elements. However, this is
not very satisfa tory be ause hoosing more dimensions will
almost always in rease the number of unique elements, and
thus the algorithm might always hoose all 5 dimensions.

But this an have adverse a e ts on storage be ause of the
storage ost of 5-dimensional arrays. On the other hand,
observe that if adding a dimension adds only a few unique
elements, then the small in rease in sear h dis rimination is
probably not worth the extra storage penalty.
To quantify this point of diminishing returns, we onsider
instead the set of dimensions for whi h the number of unique
elements is greater than the mean of the number of unique
elements for all the dimensions under onsideration. For
example, if for the ve dimensions the number of unique
elements in ea h of the dimensions are: 45, 15, 35, 10 and
3 with a mean of 22, then the dimensions whi h should be
sele ted for splitting are the rst and the third. This is
be ause these have values greater than the mean.
We have also experimented with the ratio of the number
of unique elements to the size of the region represented by
that dimension. For example onsider the root node whi h
overs the region [0 : : : 232 1℄ for IP sour e and destination
elds, and a region [0 : : : 216 1℄ for sour e and destination
port numbers. If the number of unique elements in the IP
Sour e and the number of unique elements in the sour e port
number is the same, then it may be logi al to rst sele t the
sour e port as the rst eld to split be ause the resulting
split region sizes are smaller than when using the IP sour e
eld. Formally, we an use as a measure the ratio of the
number of unique elements to the total number of possible
values overed by the range representing the dimension.

5.1.2 Picking the number of cuts
On e the set of dimensions (D) on whi h the splits are to
be exe uted at a node is hosen, the next step is to establish
the number of uts to exe ute in ea h of the dimensions.
This means pi king the set of numbers fn (i)gi2D , where
n (i) represents the number of
uts to be exe uted on the
i
th dimension.
Sin e our goal is to reate a sear h tree with minimal memory requirements, we steal a leaf from the HiCuts building
algorithm and limit the maximum number of hild nodes
that the urrent node an be split into by a fa tor of the
number of rules ontained inpthe node. We de ne this as
the fun tion f (N ) = spf a  N where N is the number of
rules in the urrent node and spf a is a spa e fa tor parameter that an be varied to tradeo storage against time.
The Q
total number of split operations to be exe uted is
NC =
n (i). Ideally we should try all possible ombii2D
Q
nations of fn (i)gi2pD where the N C = i2D n (i) is bounded
by f (N ) = spf a  N to determine whi h set of fn (i)g provides the best distribution with the least amount of memory
in rease. However, onsidering every possible ombination
is omputationally infeasible. Hen e, we sele t the following greedy approa h: we rst hoose separately, for ea h
dimension i, the lo al optimum number of uts n (i) to be
exe uted, and then determine the best ombination entered
around these values.
In order to identify the number n (i) of uts for ea h of
the utting dimensions we keep tra k of: (1) the mean of
the number of rules in ea h of the hild nodes, (2) the maximum number of rules in any one of the hild nodes, (3) the
number of empty hild nodes4 . A set of iterations are exeuted; at ea h step the urrent value for n (i) is multiplied

4 These need to be taken into onsideration in order to avoid
a possible memory blowup

by two.
If after a number of subsequent steps there is no signi ant
hange in the mean or the maximum number of rules in the
hild nodes, or there is a signi ant in rease in the number
of empty hild nodes, then we ba ktra k and use the last
known best value as the hosen number of splits to be made
along the dimension under onsideration.5

5.1.3 Algorithm Refinements
The number of hild nodes as well as the number of rules
stored in a node have a dire t relationship to the memory
spa e o upied by the sear h stru ture. Therefore we onsider the following me hanisms to redu e them and impli itly to redu e the memory spa e o upied by the algorithm.
We use a set of four heuristi s for doing these redu tions.
They are based on: (1) node merging, (2) rule overlap, (3)
region ompa tion and (4) identifying a ommon subset of
rules whi h are overed by all the hild nodes. The rst two
heuristi s were also dis ussed in [7, 1℄. However the last two
are introdu ed here for the rst time.
Node Merging: We redu e the memory spa e o upied by
the algorithm by merging the nodes whi h have asso iated
with them the same set of rules. Figure 8 shows a situation in whi h two nodes that share the same set of rules are
merged into a single node. The single node has been assigned the same set of rules as the previous ones, and overs
a ontiguous region that is the union of the regions of its
hildren.
Rule Overlap: The leaf nodes store a list of rules whi h
are mat hed by values from the subregion overed by the
node. However there may be situations, su h as in Figure 7,
in whi h a rule R2 is assigned to a node in whi h there is a
rule R1 with a higher priority whi h also overs the whole
region overed by the rule R2 in the node. In this ase there
is no reason to store the rule R2 in the node be ause it will
never be hosen. As a result rule R2 may be eliminated from
the list of rules that are overed by the node.
Region Compa tion: Ea h node has asso iated with it a
region that it overs as well as a set of rules that are a
mat h. However there are ases as in Figure 9 in whi h
the region overed by the rules is smaller than the overall
size of the region asso iated with the node. Therefore a
reasonable optimization is to shrink the region asso iated
with the node to the minimum over that in ludes the areas
overed by all the rules in the set of rules asso iated with
the region. Figure 9 shows an example in whi h a node has
an asso iated region f[Xmin ; Xmax ℄; [Ymin ; Ymax ℄g and a set
of rules it overs fR1 ; R2 ; R3 ; R4 g. The area asso iated with
0 ; Ymax
0 ℄g whi h
0 ; Xmax
0 ℄; [Ymin
the node is redu ed to f[Xmin
is the minimum over that in ludes the areas overed by all
the rules fR1 : : : R4 g.
Pushing Common Rule Subsets Upwards: In this heuristi , if all the hild nodes have asso iated a subset of rules
that are identi al, then the parent node will store this subset instead of the hildren. If we hoose to do this optimization, then rules may be asso iated with non-leaf nodes.
Sear hing for su h rules in non-leaf nodes an add an unne essary memory a ess at ea h node with an empty list
if implemented naively using a list pointer. Instead, we use
a bitmap in the header of ea h node to distinguish between
nodes that have empty and non-empty lists without using

5 A hash based ut is done for the elds in whi h an exa t
mat h needs to be exe uted (e.g. the proto ol eld)

an extra memory a ess.
The pro edure to implement this optimization exe utes a
bottom-up traversal of the tree in order to identify all the
possible situations. Figure 10 shows an example in whi h all
the hild nodes of A share the same subset of rules fR1 ; R2 g.
As a result A will store this subset of rules fR1 ; R2 g instead
of being kept at the hildren.
The pseudo ode for the tree building algorithm is:
1
2
3

1 1 2 2

if (jRj < bu ketSize) return;
for i 1 to k do

CreateNodeP (l ; r ; l ; r ; : : : ; lk ; rk ; R);
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Figure 8: A node in the de ision tree is split into 4 hild
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to N do

Ymax
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AB
y2

R1
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Xmin

return;
Line 8 in the a tual algorithm is subtler than the simplied pseudo ode shown above. The dimensions are ranked
rst by unique elements and then (in ase of ties) by the
ratio of unique elements to the size of the region. Then the
algorithm onsiders the andidate dimensions in ranked order, rst al ulating the optimal number of uts for that dimension (following a pro edure similar to HiCuts), hoosing
this dimension only if allowed by spa e fa tor onstraints.
At the end of this pro edure, the pruned set of dimensions
is optimized further by onsidering every possible subset of
the pruned set, and hoosing the best subset in terms of a
storage/time tradeo . Note that this may result in hoosing
a single dimension as in HiCuts.
12

B
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R2
R3

C reateN ode(l ; r ; : : : ; l ; r ; R );

11

A

i ;

optimumN oC utsOnDimension(i; li ; ri ; R);

(l ; r ; : : : ; l ; r ; R )

10

Dims

y2

nodes ea h one of them asso iated with a hyper region by doing
uts on two dimensions X and Y . The hild nodes A and B
over the same set of rules R1 ; R2 ; R3 therefore they may be
merged into a single node AB asso iated with the hyper region
f[x1 ; x3 ℄; [y1 ; y2 ℄g that overs the set of rules R1 ; R2 ; R3 .

numberOf U niqueV aluesOnDim(R; i);

for i 1 to k do
if Ni > M ean then Dims
for i 2 Dims do

Field , Field y
x

Field , Field y
x

Xmax

A

xmin ; xmax ; ymin ; ymax

two

dimensional

region

℄g asso iated with a node whi h

has assigned three rules R1 ; R2 ; R3 . The highest priority rule
is R1 followed by the rules R2 and R3 . The node does not
need to keep tra k of rule R2 be ause any of the pa kets
whi h might be asso iated with R2 are also overed by the
rule R1 that has a higher priority.

5.2 HyperCuts Search Algorithm
We explain the sear h algorithm by rst going through a
small example. Figure 11 shows a node A in the de ision
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Figure 9: A node in the de ision tree originally overs the region f[Xmin ; Xmax ℄; [Ymin ; Ymax ℄g. However all the rules that
are asso iated with the node are only overed by the subregion
0 ; Xmax
0 ℄; [Ymin
0 ; Ymax
0 ℄g. Using region redu tion the
f[Xmin
area that is asso iated with the node shrinks to the minimum
spa e whi h an over all the rules asso iated with the node.
0 ; Xmax
0 ℄; [Ymin
0 ; Ymax
0 ℄g.
In this example this area is:f[Xmin
tree stru ture together with a pa ket header that has arrived
at this node. The pa ket header has the value X = 215
and Y = 111. The urrent node overs the regions 200
239 in the X dimension and 80 159 in the Y dimension.
During the sear h the pa ket header is es orted by a set of
registers arrying information regarding the hyper-region to
whi h the pa ket header belongs at the urrent stage. In
this example the urrent hyper-region is f[200 239℄; [80
119℄; : : : g6
Node A has 16 uts, with 4 uts for ea h of the dimension
X and Y . In order to identify the hild node whi h must be
followed for this pa ket header, the index in ea h dimension
is determined as follow. First, Xindex = b 21510200 = 1.
This is be ause ea h ut in the X dimension is of size (239
200 + 1)=4 = 10. Similarly, Yindex = b 11120 80 = 1. This is
be ause ea h ut in the Y dimension is of size (159 80 +

6 The hyper-region asso iated with the pa ket header is different than the hyper-region overed by the node A be ause
the node A is obtained as a result of merging two nodes
that over the hyper-regions f[200 239℄; [80 119℄; : : : g
and f[200 239℄; [120 159℄; : : : g respe tively.
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Figure 10: An example in whi h all the hild nodes of A share
the same subset of rules fR1 ; R2 g. As a result only A will store
the subset instead of being repli ated in all the hildren.

As a result the hild node B is pi ked and the set of registers is updated with the new values des ribing the hyperregion overing the pa ket header at this stage. This hyperregion is now: f[200 219℄; [100 119℄; : : : g
The sear h ends when a leaf node is rea hed in whi h ase
the pa ket header is he ked against the elds in the list of
rules asso iated with the node.
The pseudo ode for the sear h algorithm (using Fi for
F ieldi for brevity) is:

1

1

Sear h(F ; : : : Fk );

2

Node

for i

urN ode = root;
1

to k do

4

regionL[i℄

M in[i℄;

5

regionR[i℄

M ax[i℄;

6
7
8
9
10
11

while urN ode! = LEAF do
for i 2 urN ode:Dims do
ut[i℄

b

Fi

regionL[i℄

[ ℄

urN ode:

12 mat hRule

i

;

urN ode:Dims[i℄:lef t[ ut[i℄℄;

regionR[i℄
urN ode

[℄

urN ode:M inDim i

urN ode:Dims[i℄:right[ ut[i℄℄;
urN ode: hild( ut[0℄;

ut[1℄; : : :

ut[k℄);

f indM at hRule( urN ode:listRules);

13 return mat hRule;
The sear h for a pa ket with a k dimensional header
F1 ; : : : Fk starts with an intialization phase (steps 2
5) in
whi h the urrent node of the sear h is set to the root node of
the sear h stru ture, and the regions whi h over the pa ket
header are set to the maximum value of the ranges for ea h
of the dimensions. For example, if the rst two dimensions
orrespond to IP values than these values are 0 and 232 1
respe tively.
The next steps (6 11) traverse the de ision tree until
it nds either a leaf node or a N U LL node. At ea h step
in the traversal it updates the hyper-regions that over the
values in the pa ket header
On e a leaf node is found on step 12 the list of rules asso iated with this node is traversed and the rst mat hing
rule is returned in step 13. If there is no mat h a N U LL is
returned;

6.

EVALUATION

6.1 Classifier Characteristics
We evaluate HyperCuts both on rewall databases as well
as on edge and ore router databases. All the router rule
databases are from major ISPs. C R1 through C R4 are rule
7 The division operation an be easily repla ed with a binary
shift operation by using a multiple of two for the number of
uts.
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Figure 11: A sear h through the HyperCuts de ision tree
in whi h a pa ket arrives to a node that overs the regions
200 239 in the X dimension and 80 159 in the Y dimension.
The pa ket header has the value 215 in the X dimension and
111 in the Y dimension.
databases provided by four major ISPs. I SP2 is the provider
for the databases ER1 : : : ER4 whi h are onsidered to be
representative for the edge router databases8 . The rewall
databases are named F W1 : : : F W4 , and were obtained from
real rewalls.
The number of rules in the ore router lassi ers varies
from 85 to 2800 as is shown in Figure 12. All the lassi ers
are ve dimensional with the IP sour e and destination eld
represented as pre xes while the port elds are represented
as ranges.
In the ase of ore router databases, with the ex eption of
one database whi h appears to have rules onne ting subnetworks (pre x lengths with values of 16 24), all the other
databases have similar maximums at lengths 0, 16, 24 and
32. The pre x length distribution in the ase of rewall
databases has maximums at lengths 0 and 32, while for other
lengths the distribution is mu h more uniform than in the
ase of the ore router lassi ers.
In the ase of the edge router databases, the IP pre x
length distribution has values whi h are identi al for both
sour e and destination. With very few ex eptions, the prexes in the lassi er all have length 32. More spe i ally,
most of the rules are made up of pairs of pre xes with the
same length. The only ex eption to this rule is when a rule
ontains a wild ard in one of the elds. This appears to be
be a onsequen e of the poli ies used by I SP2 .
The number of rules mat hing all ve elds is somewhere
between 3 and 5 for the ore router databases, and up to 7
mat hes in the ase of the rewall databases. This result is
onsistent with results by Gupta and M Keown in [2, 1℄. A
value of 3 is easily a hieved by a lassi er whi h ontains a
default rule to be exe uted on all pa kets, a se ond rule to
be exe uted on all the pa kets arrying a TCP message, and

8 While the other ISPs use a large amount of rules in their
ore routers, I SP2 uses very small ore router databases
whi h we did not study here. However, I SP2 did have large

edge router databases. We investigated about 38; 000 of
these databases, ea h with up to 5; 000 rules per database;
be ause of spa e limitations, we show the results on only
four sample edge router databases.

a third rule to be exe uted on all pa kets for an established
TCP onne tion.
For more details regarding the stru ture of the rule sets,
the interested reader may onsult [14℄.
Overall, analyzing the rule sets we ome to the surprising
on lusion that pa ket lassi ation databases in the ore,
edge, and rewall spa es have totally di erent hara teristi s. This is in sharp ontrast to the uniform testing methodology used in past papers.

6.2 Metrics
We wish to do pa ket lassi ation at wire speed for minimum sized pa kets and thus speed is the dominant metri .
We fo us on worst ase sear h time expressed in number of
memory a esses.
To allow the database to t in high speed memory it is ruial to also redu e the amount of storage. On- hip SRAM
an provide laten ies of around 1 4 nse per operation.
However, on- hip SRAM is limited in size. For example,
in a .13 mi ron te hnology the area o upied by about 16
Mbits of SRAM is around 85mm2 . By omparison, an ARM
966E ore without any additional a hes o upies only about
1mm2 using the same te hnology. Therefore, the se ond
metri we study is the spa e o upied by the sear h stru ture.

6.3 Performance on Real Life Classifiers
As mentioned earlier, we evaluate our algorithm on a set
of lassi ers whi h we onsider to be representative for ore
routers, edge routers, and rewalls. The memory spa e used
by the HyperCuts sear h stru ture depends on the number
and size of nodes. A node onsists of a header plus an array
of pointers to hild nodes, one for ea h ut. The header size
is 4 bytes, ea h pointer takes 4 bytes, and the number of
entries in the array is equal to the number of hild nodes9 .
A bitmap in the header is used to distinguish between types
of nodes.
The ode used for the other lassi ation s hemes an be
found in our publi repository [15℄. We start by showing
the results for ore router databases. Figure 12 displays the
memory utilization for HyperCuts vs. memory utilization
for RFC, ABV, EGT-PC and HiCuts while Figure 13 shows
the worst ase sear h time for the same algorithms. Our results show that the main ontenders against HyperCuts are
HiCuts and EGT-PC. However, in terms of memory utilization, HyperCuts uses up to an order of magnitude less memory than either HiCuts optimized for spa e or EGT-PC. In
terms of worst ase sear h time, HyperCuts is 3 to 10 times
faster than HiCuts. In what follows, we show the results of
HyperCuts versus the two best previous algorithms: HiCuts
and EGT-PC.
Despite using ACL lists, the edge router databases only
spe ify the two elds for IP sour e and destination, and most
with length 32 pre xes in these two elds; two dimensions
does not provide suÆ ient degrees of freedom for HyperCuts
to di erentiate itself from HiCuts. This an be learly seen

9 The re nements dis ussed in se tion 5.1.3 in rease the

header size to maintain information about the region overed by a node. Use of region ompa tion requires saving
the di eren e in o sets between new and old regions overed; node merging also requires storing the new borders
of the region in the header. Overall, this an result in an
in rease of 2 8 bytes per dimension.

in Figures 14 and 15.
The results of running HiCuts, HyperCuts and EGT-PC
on rewall databases are shown in Figure 16 and 17. The
rewall databases are distin tly di erent from the ore router
databases as they onsist of a large number of unique ranges,
as well as a large number of values in the proto ol and the
port elds. Growth in the number of popular appli ations
has a dire t impa t on the number of port and proto ol ombinations in rewall databases. More importantly, there are
a large number of rules with wild ards in either the sour e or
the destination IP eld. All these ontribute to an in rease
in the e e tiveness of utting on more than one eld at a
time as in HyperCuts.
If we onsider utting on only one dimension as in HiCuts,
the sele tion pi ks the dimension with the largest number
of unique elements to ut on. For rewall databases, the
sour e and destination IP elds have the largest number
of unique elements. However, both elds also have a large
number of wild ards. As a result, using either of the IP
elds for uts results in repli ating a large number of rules,
and hen e limits the number of uts due to storage fa tor
limits.
By ontrast, HyperCuts allows utting both sour e and
destination IP elds in a single node, whi h not only disperses the rules among the hild nodes in a single step but
also redu es the e e t of rule repli ation. Further, in HyperCuts pushing up ommon sets of rules redu es the damage
due to repli ation. For the rewall databases under onsideration this optimization resulted in a memory redu tion
of 10%. Overall for rewall databases, HyperCuts uses an
amount of memory similar to EGT-PC while its sear h time
is up to 5 times better than HiCuts optimized for speed.

6.4 Performance on Synthetic Classifiers
We have seen that edge, ore, and rewall databases have
very di erent attributes. Thus it is inappropriate to build a
single syntheti model of a lassi er to test s alability. Instead, we used the real life databases we already had as generators to produ e new syntheti databases of larger sizes.
To reate a new rule, we randomly pi k two pre xes from
a pool of values that follows the same pre x distribution as
the one found in the original databases, one for the sour e
and one for the destination. We append the other elds |
sour e and destination port as well as proto ol number |
by randomly pi king them from a pool of all the values that
were in the orresponding real life generator. This pro edure
is then iterated N times to reate a lassi er of size N .
Our evaluation results are shown in Figure 18. For syntheti ore-router style databases of size 20000, HyperCuts
requires only 11 memory a ess for sear h in the worst ase;
for edge-router style databases, HyperCuts requires 35 memory for a database of 25000 rules. In the ase of rewall-like
databases, the presen e of about 10% wild ards in either
of the sour e and destination IP eld ontributes to a steep
memory in rease. This is possibly be ause of a large number
of rules repli ated in leaves.

7. CONCLUSIONS
The papers in [1, 7℄ pioneered work on pa ket lassi ation based on de ision trees and geometri uts, but hose
only a single eld at a time to ut on. HyperCuts introdu es
one more degree of freedom ompared with these algorithms
by allowing more than one dimension to be ut within a sin-
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Figure 12: The total memory spa e o upied by the sear h stru ture in all 5 heuristi s RFC, HiCuts(spf a = 1; 4), BV, ABV,
EGT-PC and HyperCuts for the four ore router databases. The size is in memory words, one memory word is 32 bits.
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Figure 13: The total number of memory a esses for a worst ase sear h in all 5 heuristi s RFC, HiCuts(spf a = 1; 4), BV, ABV,
EGT-PC and HyperCuts for the four ore router databases. One memory a ess is one word. One word is 32 bits.

gle node, while still using only one memory a ess per node.
The de ision pro edure we use for HyperCuts to hoose dimensions is inspired by HiCuts but di ers from it in several
subtle ways in luding the use of the mean number of unique
elements, the region density, and a di erent spa e fa tor
fun tion.
As in HiCuts, there may be wasted spa e for uts be ause
of empty or repli ated array elements. HyperCuts deals with
repli ated array elements by \pushing up ommon rules" to
an estors in the sear h tree. HyperCuts also redu es empty
pointers using \region ompa tion" whi h shrinks a node
region to in ludes only the areas overed by all rules in the
node.
We evaluated HyperCuts on both industrial rewall databases
and syntheti ally generated databases. We found very little improvement over HiCuts in the ase of edge routers
(be ause they have simple stru ture using rules on sour edestination pairs). However, both HiCuts and HyperCuts
do very well on su h databases. Further, the pa ket lassiers from I SP2 edge routers have re ently migrated to a new
set of rules, whi h use all ve elds, and seem more similar
to ore router lassi ers. Thus we believe that HyperCuts
will outperform HiCuts signi antly on the new edge router
databases being deployed.
On rewall databases and ore routers, HyperCuts produ es an order of magnitude in memory utilization while at
the same time redu ing worst- ase sear h time by a fa tor
of up to 3. The di eren e between the performan e on the
three di erent types of databases unders ores the need for
more areful modeling of rewall databases.
Finally, we note that HyperCuts an easily be implemented
in hardware at line speeds using a pipeline and on- hip
SRAM. Sin e the trees generated by HyperCuts have heights
no greater than 10, this requires only 10 pipeline stages,
whi h is well within urrent hardware limits. For all these
reasons, we believe that HyperCuts an be a viable algorithmi ontender to Ternary CAMs.
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Figure 14: The total memory spa e o upied by the sear h stru ture in EGT-PC, HiCuts(spf a = 1; 4) and HyperCuts for the
four edge router databases. The size is in memory words, one memory word is 32 bits.
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Figure 15: The total number of memory a esses for a worst ase sear h in EGT-PC, HiCuts(spf a = 1; 4) and HyperCuts for
the four edge router databases. One memory a ess is one word. One word is 32 bits.
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Figure 16: The total memory spa e o upied by the sear h stru ture in EGT-PC, HiCuts(spf a = 1; 4) and HyperCuts for the
four rewall databases. The size is in memory words, one memory word is 32 bits.
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Figure 17: The total number of memory a esses for a worst ase sear h in EGT-PC, HiCuts(spf a = 1; 4) and HyperCuts for
the four rewall databases. One memory a ess is one word. One word is 32 bits.
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Figure 18: The total memory spa e and worst ase sear h time for HyperCuts with a spa e fa tor of 4(optimized for speed) using
syntheti databases. The databases are generated with the same pre x rule distribution as in the edge router (ER), ore router(CR)
and rewall(FW) databases. One memory a ess is one word. Memory spa e is expressed in words. One word is 32 bits.

